SH.ARE

EDUCATE » NETWORK * INFLUENCE

Replace Mainframe FTP with FICON for Secure,
Fast Multi-Platform File Transfers and Data Integration

Colleen Gordon, Luminex Software
Chad Rikansrud, RSM Partners

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution- NonCommercial-NoDerivs 3 .0 license. http: //creativecommons.org /licenses, /by-nc-nd /3.0/ @O 1




SH./ARE

EDUCATE » NETWORK * INFLUENCE

The (in)security of FTP

Chad Rikansrud
Director, North America
RSM Partners

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonC ial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @O 2



| | A
Chad RikansrUd Director, North America SHLARE

for RSM EDUCATE » NETWORK * INFLUENCE

Bl Was in kindergarten in

RSM

PARTNERS [k
(Z)securiTy

Hacker — Breaking things

Outside of work | have a

passion for... Flying airplanes

Motorbikes
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FTP — Super Brief Overview SH RE

 FTP — File Transfer Protocol — Developed in the 1970’s (like me)
e Current RFC 959 ( ) — from 1985

« Two TCP connections for most commands

« DATA channel
« CONTROL channel

« Both can be encrypted (FTP/S) But

« Requires certificates and ideally client certificates to do well
« Configuration can be tedious

« Don’t confuse with SFTP
e Thenthereis FTPonZ ...

by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonC ial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @ 4



https://tools.ietf.org/html/rfc959

SHARE

Base functionality the same as FTP on other systems (same feature set)
Three modes of operations

« Basic - SITE FILE=SEQ
« JES - SITE FILE=JES
« SQL - SITE FILE=SQL

This makes securing (or abandoning) FTP on Z even more important than your
other platforms

Certificates can also be used here
 Need CA-signed certs to make it effective
 DATA+CTRL must be encrypted

But you say ...
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DEMO TIME
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https://www.luminex.com/hackthemainframe10
https://www.luminex.com/hackmainframe10
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So, How to Prevent This??
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Still Using FTP?

* Luminex has completed dozens of File Transfer SMF
analyses for our Clients

 Type 119 subtype 3,70 for FTP Client and Server records F..
« Type 119 subtype 96,97 for IBM SSH (SFTP & Co:z) N
« Type 30 records
« Type 70,72 RMF
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General Observations SH.ARE

* Most have no idea how much FTP activity goes on
* Insufficient reporting or auditing of FTP usage

 FTP ports are wide open

* Insufficient controls or restrictions on what type of data
can/cannot be sent via FTP Credentials in the clear

* Very little use of SFTP, FTPS or other secure file transfer
protocol

* Clients that have a secure product don't use it for all file
transfers

« Generally a “nobody has said | need to secure it” attitude
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It’s like the Wild Wild West Out There! A
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Totals

Client Data on FTP

FTP Client

52,947
180,876
9,118
631,836
3,709
12,268
68
31,979

82
17,231
5,844
3,712
17,505
6,015
3,650
80
1,306
63,086
1,041,312

FTP Server

237,188
1,248,780
52,788
1,912

1,343
3,632
17,920

1,535
1,118

26
48,025
1,614,267
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SFTP (034 Days

7

30

49 7
80,000 30

58

7

14

7

1,460 14
31

92 6
XCOM 7
CoZ 37 7
44

902 CoZ

9
7
7
I

951 80,092 1,497

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/

ATE » NETW

Average

ORK » INFL

5,474.25
204,236.57
2,063.53
90,535.43
123.63
211.52
9.74
2,284.21
191.86
265.29
1,133.90
974.00
530.29
2,500.71
171.59
529.78
11.43
190.29
15,873.00
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FTP: Why is Anyone Still Using It? SH '\_\RE
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 FTP turned 48 years old in 2019

« Still functional as a technology to move files but...
* Not secure (no encryption)
Not designed to provide delivery results
* Not designed to retry/restart

Passwords in clear text susceptible to
attack

* Any network sniffer can hijack it
Data is at risk of being retrieved and shared
No audit trail or logging
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FTP Related Data Breaches SHL&RE
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Major American Retailer Major American Service Major American Home
with locations all over Provider Goods Retailer

the world
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FICON is a Better Alternative! SHARE
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FICON is an I/O channel technology designed
specifically for the mainframe

Attributes
= Fast TL Fast, Secure
= Efficient il & Efficient
= Secure \( Data
Movement
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MDI is a Data Transfer & Co-Processing Platform SHLA.\RE

EDUCATE » NETWORK * INFLUENCE

Mainframe FICON MDI Platform Data Sharing Targets/Sources

MDI BigData Transfer
webHDFS

"MDI'F
Oy
MASCTL ﬂ = MDI SecureTransfer /?.\

= Secure = Profile-based architecture for extending processing ’
= High speed & interface capabilities

. = High speed, scalable transfer rates
= Efficient, redundant
I/O channels = SAF integration & protocol-based encryption

= Bi-directional movement and communication for
multi-platform workflows and co-processing

= Including data translation from EBCDIC to ASCII and
between character sets

s FICON —E| ‘um_'_,e.

E
E
E

MDI SLP
SAS, MXG

... and more
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MDI SecureTransfer: Sending Files to/from the
Mainframe SH -‘RE

FICON i a 1.0r 10 GbE

Al
Secure Transfer '

Highly Secure Encrypted
Encryption SFTP

Translation O

Client
Network

1. Data is transferred off-host via tape FICON channels

= Up to 800 MB/s per MDI Platform
= Concurrent file transfers supported
2. Data is encrypted and translated off-host, saving CPU cycles

3. Encrypted data is transferred over the client’s network via SFTP over redundant 1 or 10 GbE
4. PUTS and GETS managed via mainframe batch job
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Simple JCL Deployment

/ /GENER

//SYSIN
//SYSUT1
//
//SYSUT2
//

//

//

JOBCARD...

EXEC PGM=ICEGENER
//SYSPRINT DD SYSOUT=%*

DD DUMMY

DD DSN=PROD.FTP.TXDATA,

DISP=SHR

DD DSN=PROD.FTP.TXDATA.MDI,
DISP= (NEW,CATLG) ,
UNIT=MDITAPE , RETPD=0,

DCB=*.SYSUT1

SH.ARE

EDUCATE » NETWORK * INFLUENCE

Step 1: Write the file you want to transfer to
an MDI SecureTransfer owned tape. This is
a simple ICEGENER to tape.

J
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MDI JCL — Step 2 SHARE
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Step 2: Execute LUMXPROC.

//STEP2  EXEC LUMXPROC, PROFILE=MDIST Communicates to MDI what you want to
//XPROCLOG DD SYSOUT=* do with the data.

//COPYFILE DD DISP=OLD,

// DSN=PROD . FTP.TXDATA .MDI,

// UNIT=MDITAPE

//SYSIN DD * Destination IP, DNS/server name
-PARM destination=206.154.7.19

cipher=aesl92-ctr e Multiple ciphers supported
login=<loginid>e-—
password=<password> Credentials externalized in JCL

conversion=ascii CRLF

-DD_COPYFILE=prod.ftp.txdata kbt

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonCommercial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ EO®OG




Distributed to the Mainframe SH ARE
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FICON
Tor 10 GE | | s
Distributed » Incoming =il y )
Systems @ secureranmster (4 ) (P
SFTP Encrypted Attached Tape |
Storage : J
< — = PassTicket authentication = PDQ Listener started task
= Presents file as new data set on scratch = Catalog data set
tape = |nitiate batch jobs

1. File is transferred via SFTP to folder on MDI:ST attached storage
2. File Watcher detects the file and communicates to PDQ on the mainframe
3. File Watcher constructs a Pass Ticket and passes to PDQ for security validation
4. PDQ validates security; mounts a scratch tape and opens a new data set
S. MDI:ST copies incoming file to new data set on the given scratch tape
6. PDQ closes the data set and catalogs it on mainframe
7. Catalog event “triggers” downstream batch processing to be initiated
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Benchmark Testing: 30 MB File SHL'XRE
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EZEE S SN VIDIICEGENER System Resources Savings

FTP from DSN BNCHMRK1 FTP 0:00:1532 2403 1280 oo 0 5 500
(Clear Text) 0:00:15.32 2403 1280
FTP from USS BNCHMRK2 FTP 0:00:13.96 3060 1409 /0,000 3,000
(Clear Text) 0:00:13.96 3060 1409 G0 000 9 7 o/ 6 6(y
SFTP BNCHMRK3 login 0:00:00.10 150 135 0 2,500 o
50,000 less than less than
(Encrypted) BNCHMRKS3 tty 0:00:00.02 140 119 SFTP 2000 unsecured
BNCHMRK3 sftp 0:00:00.14 340 317 40,000 ’ FTP
BNCHMRK3 ssh 0:00:06.27 68463 34493 30 g 1,500
BNCHMRK3 sftp 0:00:08.41 6106 2363
BNCHMRK3 SH 0:00:08.47 213 163 20000 1,000
BNCHMRK3 BPXBATCH  0:00:08.77 129 107 10,000
0:00:32.18 75541 37697 - . 4 °00
MDIIEBGENER BNCHMRK4 I[EBGENER  0:00:03.24 2010 1407 g ((,\Q & & 0
BNCHMRK4 LUMXPROC  0:00:09.34 156 134 > é"é @“/é FTP/USS  MDIICEGENER
0:00:12.58 2166 1541 \\{3’ \\\cf‘/
MDIICEGENER BNCHMRK5 ICEGENER ~ 0:00:00.79 667 550 ® ® M Service Units CPU
BNCHMRK5 LUMXPROC  0:00:09.19 151 131
0:00:09.98 818 681 WP when switching from unsecured FTP to SFTP ]
Benchmarks performed on 213 Model 2965-N10 using SMF Type 30 records in MSUs

Copyright© by SHARE Association Except where otherwise noted, this work is licensed under a Creative C Attribution-NonC ial-NoDerivs 3.0 license. http: //creativecommons.org/licenses/by-nc-nd/3.0/ @@ @ @




No x.509 Digital Certificates Required S|—| '\_\RE
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« SecureTransfer does not require the use of x.509 Digital Certificates

« Data is transferred from the MDI Platform (not the mainframe) to the destination
server using Secure Shell (SSH) File Transfer Protocol or SFTP

 SFTP is the preferred file transfer protocol for Open Systems
« Uses UID and password sign-on to the destination server

« Additionally secured by use of SSH keys
» Keys are typically generated once, and never expire
» Supports multiple encryption ciphers including AES-256
» Approved for FIPS 140-2, SOX, HIPAA, NSA, NIST, GDPR, etc.,
compliance

« FTPS is also supported
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MDI Monitor Reports SH.ARE

Real-Time Monitoring Trending Over Time

Transmissions in Process Performance Reports
Performance Reports MDI Put Time

_ MDI Get Time
Network Traffic MDI Put Bytes Transferred

MDI Get Bytes Transferred
Storage Consumption and

MDI Put Bytes Transferred
MDI Get Bytes Transferred
Storage Consumption and Availability Availability




MDI SecureTransfer Audit Log

SH./ARE
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o0
Audit Logs
Report List:
( -Select- )
Export To CSV
MDI Dispatch Profile - 2017-03-09 - 2017-03-11
Date Time TransiD Profile User Action Host File Size(Bytes) Status Runtime(s)
2017-03-09 12:33:27 1703095235413174 SFTP ENGEK1 GET  g7ftp LargeRpt03-01-2017.tar 3641415680 SUCCESS 111
2017-03-09 12:34:47 1703095235413174 DWE ENGEK1 PUT rimage LargeRpt03-01-2017.tar 3627247616 FAILED 0
2017-03-09 12:49:30 1703095235413254 DWE ENGEK1 PUT rimage LargeRpt03-01-2017.tar 3641415680 SUCCESS 647
2017-03-09 15:13:25 1703095235414623 SFTP ENGEK1 GET  g7ftp LargeRpt03-01-2017.tar 3641415680 SUCCESS 117
2017-03-09 15:14:30 1703095235414623 DWE ENGEK1 PUT rimage LargeRpt03-01-2017.tar 3627247616 FAILED 0
2017-03-09 15:36:02 1703095235414899 SFTP ENGEK1 GET  g7ftp LargeRpt03-01-2017.tar 3641415680 SUCCESS 114
2017-03-09 15:47:30 1703095235414899 DWE ENGEK1 PUT rimage LargeRpt03-01-2017.tar 3641415680 SUCCESS 673
2017-03-09 15:59:39 1703095235415063 SFTP ENGEK1 GET  g7ftp LargeRpt03-01-2017.tar 3641415680 SUCCESS 107
2017-03-09 16:11:12 1703095235415063 DWE ENGEK1 PUT rimage LargeRpt03-01-2017.tar 3641415680 SUCCESS 682
2017-03-09 17:56:19 1703095235416641 XFER ENGEK1 PUT g7sftp test.print133.data.fba.ascii.CRLF 30405099 SUCCESS 1
2017-03-09 17:56:26 1703095235416641 XFER ENGEK1 GET  g7sftp test.print133.data.fba.ascii.CRLF 30405098 SUCCESS 8
2017-03-09 18:01:52 1703095235416713 SFTP ENGEK1 PUT giftp test.print133.data.fba.ascii.CRLF 8430091 SUCCESS 1
2017-03-09 18:02:02 1703095235416713 SFTP _ ENGEK1 GET q7ftp test.print133.data.fba.ascii.CRLF 8430091 SUCCESS 1
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FICON and MDI Transform Mainframe Data Sharing SHL&RE

MDI BigData Transfer

AR

5
b

MDI XPDS f.
&

MDI SecureTransfer .
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SAMPLE USE CASES

Provider

nto an Azure Data Lake with data from
s, then used for risk analysis by

AZURE

DATA LAKE

Services

Apache Ignite, transformed/ sorted off-
d back into DB2 on the mainframe

fficiently and simply shared with business
ost encryption, compression and data

MDI SLP
SAS, MXG

SFTP

Company

MDI co-processor, reports generated

... and more
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MDI SecureTransfer: A Better Alternative for A
Mainframe File Transfers SHIV'VO‘\RE

= More secure than TCP/IP on the mainframe
Secu re = Reduce/eliminate open ports on the mainframe
= SFTP is approved for HIPAA, FIPS 140-2, SOX, NSA, NIST

= Unmatched transfer rates, scales to the largest data centers
= Concurrent transfers means no bottlenecks or need to “time shift” workloads

Efficient Reduce CPU overhead for mainframe TCP/IP
Reduce CPU overhead for encryption/translation

Reduce software licensing costs
No licensing limits for concurrent transfers
Licensing not based on MIPS/MSUs

Cost-Effective

Ease of = As simple as executing an ICEGENER
Implementation = JCL Conversion Utility and Services
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Replace Mainframe FTP with FICON for Secure,
Fast Multi-Platform File Transfers and Data Integration

More Questions?

Colleen Gordon
cgordon@Iluminex.com
Booth 416 in the Tech Expo

Your feedback helps us
and SHARE provide
better content.

Please evaluate this
session.
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