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FTP – Super Brief Overview

• FTP – File Transfer Protocol – Developed in the 1970’s (like me)
• Current RFC 959 (https://tools.ietf.org/html/rfc959) – from 1985
• Two TCP connections for most commands

• DATA channel
• CONTROL channel

• Both can be encrypted (FTP/S) But
• Requires certificates and ideally client certificates to do well
• Configuration can be tedious

• Don’t confuse with SFTP
• Then there is FTP on Z …
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FTP – on Z

• Base functionality the same as FTP on other systems (same feature set)
• Three modes of operations

• Basic - SITE FILE=SEQ
• JES - SITE FILE=JES
• SQL - SITE FILE=SQL

• This makes securing (or abandoning) FTP on Z even more important than your 
other platforms

• Certificates can also be used here
• Need CA-signed certs to make it effective
• DATA+CTRL must be encrypted

• But you say …
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DEMO TIME
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So, How to Prevent This??
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Still Using FTP?

• Luminex has completed dozens of File Transfer SMF 
analyses for our Clients
• Type 119 subtype 3,70 for FTP Client and Server records
• Type 119 subtype 96,97 for IBM SSH (SFTP & Co:z)
• Type 30 records 
• Type 70,72 RMF
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Client Data on FTP 

Company FTP Client FTP Server SFTP C:D Other Other # Days Average

A 52,947 237,188 53 5,474.25
B 180,876 1,248,780 7 204,236.57
C 9,118 52,788 30 2,063.53
D 631,836 1,912 49 7 90,535.43
E 3,709 80,000 30 123.63
F 12,268 58 211.52
G 68 7 9.74
H 31,979 14 2,284.21
I 1,343 7 191.86
J 82 3,632 902 CoZ 1,460 14 265.29
K 17,231 17,920 31 1,133.90
L 5,844 92 6 974.00
M 3,712 XCOM 7 530.29
N 17,505 CoZ 37 7 2,500.71
O 6,015 1,535 44 171.59
P 3,650 1,118 9 529.78
Q 80 7 11.43
R 1,306 26 7 190.29
S 63,086 48,025 7 15,873.00

Totals 1,041,312 1,614,267 951 80,092 1,497
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Simple JCL Deployment

JOBCARD…
//GENER    EXEC PGM=ICEGENER
//SYSPRINT DD  SYSOUT=*
//SYSIN    DD  DUMMY
//SYSUT1   DD  DSN=PROD.FTP.TXDATA,
//             DISP=SHR
//SYSUT2   DD  DSN=PROD.FTP.TXDATA.MDI,
//             DISP=(NEW,CATLG),
//             UNIT=MDITAPE,RETPD=0,
//             DCB=*.SYSUT1

Step 1: Write the file you want to transfer to 
an MDI SecureTransfer owned tape. This is 
a simple ICEGENER to tape. 



MDI JCL – Step 2

//STEP2   EXEC LUMXPROC,PROFILE=MDIST
//XPROCLOG DD  SYSOUT=*
//COPYFILE  DD  DISP=OLD,
//              DSN=PROD.FTP.TXDATA.MDI,
//              UNIT=MDITAPE
//SYSIN    DD *
-PARM destination=206.154.7.19 
cipher=aes192-ctr               
login=<loginid>                
password=<password>                                           
conversion=ascii_CRLF

-DD_COPYFILE=prod.ftp.txdata

Step 2: Execute LUMXPROC. 
Communicates to MDI what you want to 
do with the data.

Destination IP, DNS/server name

Multiple ciphers supported

Credentials externalized in JCL

Convert EBCDIC to ASCII
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Method Job Program Elapsed Service 
Units CPU

FTP from DSN BNCHMRK1 FTP 0:00:15.32 2403 1280

(Clear Text) 0:00:15.32 2403 1280
FTP from USS BNCHMRK2 FTP 0:00:13.96 3060 1409

(Clear Text) 0:00:13.96 3060 1409
SFTP BNCHMRK3 login 0:00:00.10 150 135

(Encrypted) BNCHMRK3 tty 0:00:00.02 140 119

BNCHMRK3 sftp 0:00:00.14 340 317

BNCHMRK3 ssh 0:00:06.27 68463 34493

BNCHMRK3 sftp 0:00:08.41 6106 2363

BNCHMRK3 SH 0:00:08.47 213 163

BNCHMRK3 BPXBATCH 0:00:08.77 129 107

0:00:32.18 75541 37697
MDI/IEBGENER BNCHMRK4 IEBGENER 0:00:03.24 2010 1407

BNCHMRK4 LUMXPROC 0:00:09.34 156 134

0:00:12.58 2166 1541

MDI/ICEGENER BNCHMRK5 ICEGENER 0:00:00.79 667 550

BNCHMRK5 LUMXPROC 0:00:09.19 151 131

0:00:09.98 818 681

Benchmark Testing: 30 MB File

Benchmarks performed on z13 Model 2965-N10 using SMF Type 30 records
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